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Assessment of Cybersecurity Competition Teams as Experiential
Education Exercises

Abstract

This research paper presents initial work on characterizing the educational value of cybersecurity
competition teams to their student participants. It discusses the different types of cybersecurity
competitions and provides examples of college student-targeted competitions of each type. The
value of these team activities is considered and student outcomes from them are discussed. The
paper presents a discussion of ongoing activities to assess the value of cybersecurity team
participation.

1. Introduction

This research paper considers the educational value of cybersecurity competition teams to their
student participants. There several types of cybersecurity competitions including red team / blue
team events, blue team events and capture the flag style events. In the first (red team / blue
team) teams attack (red team) and defend against (blue team) the other team’s attacks in a direct
team-to-team conflict environment. Blue team only events, such as the Collegiate Cyber
Defense Competition [1], focus on preparing students to secure networks by using area security
volunteers as the attackers with competitors focusing on keeping their systems, servers and
network operational the longest. Finally, capture the flag events focus more on the attack side,
but also generally involve problem solving. Examples of capture the flag events include the
National Cyber League [2], the National Cyber Summit’s Cyber Cup [3] and the MITRE
Corporation’s capture the flag event [4].

This paper presents initial work towards assessing, quantitatively, the benefits enjoyed by
students that participate on these teams. Each type of competition requires a different (albeit
somewhat overlapping) skillset. As these competitions are available worldwide and can be
participated in online, there are ample opportunities for involvement. It is also clear that they all
have some relevance to skills that are valuable in the real world; however, the exact level of
direct relevance varies by competition type and individual competitions’ design.

Participants gain educational value and learn from several sources. Their local-level training and
preparation is a key source of learning. In some cases, competitions provide pre-competition
training. The National Cyber League, for example, has a ‘gymnasium’ that is open prior to the
competition and walks players through how to solve various types of problems. Participants also
learn while they are competing by having to solve problems in a high-pressure situation.

In addition to gaining core technical skills, participants also benefit in other areas. They build
teamwork skills in team competitions such as the MITRE capture the flag, the team-based
Collegiate Cyber Defense Competition and the team portion of the National Cyber League.
Students also gain experience and learn how to work well under pressure (critical for anyone in
cybersecurity) and they gain leadership skills. Students who serve as team leaders also learn
project management and communications skills.



To assess the efficacy of these competitions, a survey is proposed to collect demographic data,
details related to why students opt to participate and the benefits that they sought and attained via
their participation. Additionally, the survey seeks to characterize their pre- and post-
participation status with regards to several key metrics. Students will also be asked to indicate to
what extent they attributed the gains that they reported to program participation. Questions are
also planned regarding activities that students participated in and the outcomes achieved. This
data will be analyzed to identify contest and benefit correlation and demographic characteristics
and benefit correlation.

The paper discusses the value of contest participation and then presents planned future work.
This includes a larger scale study and longitudinal tracking of current participants.

2. Background

Cybersecurity competitions are a form of experiential education where student competitors (in
the case of student competitions — there are also competitions for the general public) solve
puzzles and simulated real-world challenges. The competitions build on a significant body of
work related to experiential education and problem-based learning. Each of these topics is now
discussed.

2.1. Experiential Education

Experiential education has a long history tracing back to apprenticeships [5]. It has been shown
to be beneficial across a wide range of academic levels [6]-[11] and across numerous disciplines
[12]-[16]. In addition to its technical benefits, it has also been shown to teach students soft skills
[17], improve both creativity [18] and self-image [19] and even increase students’ likelihood of
securing employment [20].

While the basic concept of experiential education would appear to pre-date the formal study of
educational methods, a number of frameworks for facilitating and assessing experiential
education techniques have been proposed. Coffield, et al. identified over 70 [21], [22]; however,
Kayes suggests that Kolb’s model is one of the most widely used [22], [23].

Kolb’s model is based on six suppositions. These include: that learning should be considered to
be a process (not outcomes), that it is experience-grounded, that it involves concept conflict
resolution, that it necessitates holistic adaptation, that it “results from synergistic transactions”
between a learner and the learning environment and that it is a knowledge creation process [22].
Kolb’s model draws heavily upon the concept of learning styles and several of the forgoing
suppositions have elements of learning style doctrine within them. According to Healey and
Jenkins [24], learning styles reflect a diversity of environmental considerations including those
attributable to gender and cultural differences. Willingham, et al. [25] and others [26]-[28],
however, contend that there are inherent problems with the learning styles theories and that they
lack scientific rigor.

Kolb’s model suggests that experiential learning can be characterized as a four-phase cyclic
model. Under this model, learners (1) have an experience, (2) reflect on the experience, (3)



conceptualize what they have experienced into a model or theory and (4) plan how to test their
model or theory through experience [24].

2.2. Cybersecurity Competitions and Problem Based Learning

Cybersecurity competitions use a type of experiential education commonly called problem-based
learning or challenge-based learning. Many competitions (e.g., [29]) are highly aligned with
workforce roles, as validated by those currently working in these roles. Competitions have been
shown to increase student interest in cybersecurity [30]. They have been shown to be
particularly effective for increasing the interest of female students in cybersecurity [30]. They
are seen to be an excellent way to broaden participation in cybersecurity education (and
eventually cybersecurity careers) by underserved populations [31], [32]. Problematically, at least
some competitions have been found to not be gender-inclusive [33].

Competitions have been used for student education within the United States [34] and abroad
[35]. Participants typically have “investigative, social, and creative” characteristics [36]. Those
with high levels of self-efficacy have been reported [37] to, generally, have positive experiences.
Participants with higher cybersecurity skill self-confidence [37], self-efficacy [38], “investigative
interests” [38] and a “rational decision making style” [38] tended to report greater interest in
pursuing a cybersecurity career after competition completion.

Competition-style activities [39] and competition participation have been included in courses.
Despite this, educational outcomes from competitions vary widely and have not been well-
defined [40], [41]. Woszczynski and Green have worked towards solving this issue through the
identification of key competition learning outcomes [40]. Problematically, cybersecurity
competitions have not been shown to produce “more high quality professionals” [42] and Bashir,
et al. note that “there has been little empirical evidence of ... effectiveness” [43] to-date. While
Hoag notes that “there is no obvious connection between team academic characteristics and the
outcome of the competition” [44], the competitions have been demonstrated to “pique students’
interest” [42]. There has even been a suggestion of adding commentary to increase viewers’
excitement [45].

3. Cybersecurity Competition Types

This section provides an overview of several types of cybersecurity competitions. First, red team
events are discussed; then, blue team events are presented. Next, red versus blue style and
capture the flag competitions are each reviewed. Finally, knowledge competitions and tabletop
exercises are summarized.

Red Team / Penetration Testing Events — Red team and penetration testing events place students
in the role of penetration testers or ethical hackers. These types of competitions typically involve
identifying security vulnerabilities in information technology systems to exploit and exploiting
them to gain access to computing resources. Typically, a documentation component is also
included where teams report on the security vulnerabilities that they’ve discovered. An example
of a red team event is the Collegiate Penetration Testing Competition [46], which is discussed
below.



Blue Team Events — Blue team events focus on securing systems. These events can start with
systems for a team to setup and secure. Alternately, organizers can provide already active
systems that competitors must either protect, determine what is wrong with, or both. An
example of a blue team event is the Collegiate Cyber Defense Competition [1], which is
discussed below.

Red Team versus Blue Team Events — In this style of event, student teams with an offensive and
defensive purpose are pitted against each other. Examples of red vs. blue style events include the

Midwest Instruction and Computing Symposium’s Red Team vs. Blue Team competition (in
2019 [47]) and DakotaCon’s Cyber Conquest (planned for 2020 [48]).

Capture the Flag Events — Capture the flag style events are defined by the scoring approach:
flag submittal. Individuals or teams solve puzzles, analyze logs, break into systems or take other
actions. If they succeed, they are rewarded with a flag that they can submit to get points.
Examples of capture the flag events include the National Cyber League [2] and MITRE CTF [4]
competitions, which are discussed below.

Knowledge Competitions — Knowledge competitions test students on their retention or
application of cybersecurity knowledge. An example of a knowledge competition is the US
Cyber Challenge Cyber Quests [49], which is discussed below.

Tabletop Exercises — Tabletop exercises encourage students think or work through a problem
with the use of role playing. Several currently available games would be appropriate for this
including Control-Alt-Hack [50] and Backdoors & Breaches [51]. It is unclear if organized
competitions for these or similar games have occurred.

4. Cybersecurity Competitions

This section provides several examples of regional and national cybersecurity competitions and
briefly discusses their format. Table 1 provides website information for several of the
competitions that are mentioned.

National Cyber League — The National Cyber League [2] is a capture-the-flag style competition
for university and, more recently, high school teams. The competition has four parts. It starts
with a ‘gymnasium’ where prospective players can learn and practice. Then, there is a qualifier
round that places competitors into brackets. Next, there is an individual competition where
students compete against both local and other students nationwide. Finally, a team competition
allows students to group into teams (of changing sizes, from competition to competition) and
compete against other teams. This competition is entirely online.

Collegiate Penetration Testing Competition — The Collegiate Penetration Testing Competition
[46] is a U.S. nationwide competition with two rounds: regionals and nationals. In this
competition, student teams take on the role of penetration testers and attempt to compromise and
document the compromise of simulated client systems. This competition (both regionals and
nationals) are in-person events.



Collegiate Cyber Defense Competition — The Collegiate Cyber Defense Competition [1] is a
U.S. nationwide competition with three rounds: qualifiers, regionals and nationals. In this
competition, student teams take the role of network administrators who must secure and maintain
operations of computing resources. This competition has a hybrid location approach. At least
some qualifiers and one regional are held online. Nationals is an in-person event.

Global Cyberlympics — The Global Cyberlympics is a category-spanning competition covering
“digital forensics, web application exploitation, system exploitation, malware analysis, reverse
engineering, cryptography and trivia” [52]. The competition is team-based and starts with an
online qualifier round followed by an in-person final round.

Hivestorm Competition — Hivestorm [53] is an online competition, launched for the first time in
2019, that focused on blue team system security. The competition provided student participants
with virtual machines that they downloaded. They then had to identify existing compromises of
these systems and secure them.

Cyberforce Competition — Hosted by the U.S. Department of Energy, the CyberForce
Competition [54] challenges student teams to secure energy-related computing systems. The
competition is held onsite across multiple Department of Energy facilities, nationwide.

US Cyber Challenge Cyber Quests — The US Cyber Challenge Cyber Quests [49] is an online
quiz-style competition. Student participants perform analysis of provided data and submit
answers to a quiz based on what they’ve found.

Sponsored Competitions — A large number of cybersecurity competitions sponsored by
corporations or other groups exist. Many of these are not targeted, specifically, at students.
Students are welcome to participate; however, these may be appropriate only for advanced
students. CTFTime.org lists numerous capture-the-flag style competitions [55]. The MITRE
Corporation offers a STEM CTF [4] that is specifically targeted towards high school and college
students (and has a separate students’ bracket).

Table 1. Competition Details.

Competition Name Details URL

National Cyber League https://www.nationalcyberleague.org/
Collegiate Penetration Testing Competition https://nationalcptc.org/

Collegiate Cyber Defense Competition https://www.nationalccdc.org/

Global Cyberlympics https://www.cyberlympics.org/

Hivestorm Competition http://www.hivestorm.org/

Cyberforce Competition https://cyberforcecompetition.com/

MITRE STEM CTF https://mitrecyberacademy.org/competitions/
Cyber Quests https://uscc.cyberquests.org/

Robotics Competitions Incorporating Cybersecurity Content — Having identified the critical
nature of securing the command and control of robotics hardware, some robotics competitions
are beginning to include security challenges. For example, the Intelligent Ground Vehicle



Competition has incorporated a challenge related to the NIST Risk Management Framework into
its 2020 competition [56].

5. Student Outcomes

Anecdotally assessing student outcomes, it is clear that many of the benefits described in section
2 for problem-based learning do occur, to some extent, from competition participation.
However, the competitions don’t happen in a vacuum. Disambiguating the impact of
competition participation from benefits provided by coursework and maturity gained due to
aging and from other experiences in student participants is problematic.

Certainly, particularly with the National Cyber League — where explicit scorecards are provided,
students advance notably from competition to competition, both in terms of their point score and
by climbing up the ranks (even while the total number of competitors increases). In many cases,
top student competitors also provide informal instruction to other students who are preparing for
a competition for the first time or seeking to improve their performance. This peer-instruction
likely is beneficial for both the student-instructor and student-learners.

Disambiguating the impact of competition familiarity, self-efficacy beliefs, gains made through
other activities and gains made through competition preparation and participation is inherently
problematic. Because the exact problems and materials covered change between competitions,
even a knowledge / skill test might not fully quantify the change over time, much less the impact
of the competitions themselves. Given this, student self-reported gain and gain-belief values
become the only practical approach to assessing the efficacy of and benefits gained from these
activities.

6. Assessing Student Outcomes

To assess the outcomes of student participants, a survey has been created. It is based on a survey
that has been previously used to assess competition participation in other types of competitions
(e.g., robotics [57]) as well as for peer-learning [58] and as a portion of assessing undergraduate
research activities [59]. Before its initial use, in these other areas, it was validated with a
relevant population of undergraduate and graduate students. This survey includes a number of
key questions which include:

| am interested in seeking employment in the field that I participated in:

| believe that participation will aid me in securing employment when
graduating:

On ascale of 1 to 9, please rate your technical skill in your area of focus
before starting work on the project:

On a scale of 1 to 9, please rate your level of comfort with the contest
activities topic before starting work on the project:



On a scale of 1 to 9, please rate your level of excitement with the contest
activities topic before starting work on the project:

On a scale of 1 to 9, please rate your level of presentation skills before
starting work on the project:

On ascale of 1 to 9, please rate your level of comfort with giving a
presentation before starting work on the project:

On a scale of 1 to 9, please rate your level of leadership skills before
starting work on the project:

On a scale of 1 to 9, please rate your level of leadership confidence before
starting work on the project:

On a scale of 1 to 9, please rate your level of project management skills
before starting work on the project:

On a scale of 1 to 9, please rate your level of time management skills
before starting work on the project:

For the purposes of these questions, the term project is defined to include both the competition
itself and the process of preparing for the competition. All of the above questions are assessed
using a 9-point Likert-like scale. The questions with the word “before” in them also have a
paired question that asks student respondents to indicate their status “at the present time” as well,
which is used for comparison. Because student perceptions of their current state could change
with their gain in knowledge from participation, students are asked to identify both their current
and pre-participation levels at the same time (after participation). Because of this, the
questionnaire quantifies how much students feel that they have gained in each area. The 9-point
scales are captioned with relevant qualifying terms such as “very much”, “a little” and so forth to
ensure that the scale is perceived similarly by all respondents.

Respondents are also be asked about their participation time commitment, for basic demographic
details, whether they had a leadership role (in team competitions) and their length of
participation. They are also be asked about the benefits that they had hoped to achieve by
participation and what benefits they actually received.

This survey will be used to assess cybersecurity competition activities during the coming year
and beyond. An area of particular focus will be assessing National Cyber League participation,
as this typically has the largest group size. Initially, this assessment will be deployed locally at
North Dakota State University (NDSU). Secondarily, a wider-scale deployment is anticipated in
conjunction with cybersecurity competition participation at other schools. It is planned that the
survey will be administered to student participants in cybersecurity competitions electronically
using Qualtrics within three days following the conclusion of the cybersecurity competition that
they participated in.



The assessment of the survey will seek to identify what areas student competitors feel that they
are obtaining benefit in and the comparative level of different types of benefits that they are
attaining. It will also seek to identify what types of benefits competitors hope to attain when
they are participating in cybersecurity competitions and how well these benefits are being
delivered by competition participation. Finally, it will allow the comparative benefits of
different types of competitions to be ascertained and it will facilitate comparisons of the time
commitment and benefit levels produced by different competition formats. Appropriate
statistical techniques, for the data being analyzed, will be used. In some cases, a basic t-test will
be appropriate. In other cases, ANOVA and other more involved analysis will be required.

7. Conclusions and Future Work

This paper has reviewed the benefits from experiential education and problem-based learning, in
general, from prior work. Technical, managerial and ‘soft skill’ benefits have been discussed. A
number of different types of cybersecurity competitions have been presented and discussed.
Multiple major student competition examples have been provided and described. A limited
discussion of student outcomes from competition participation has been presented. Then, a
quantitative study has been discussed and key questions from its instrument have been presented.

Future work includes the deployment of the quantitative survey instrument to competitors at
NDSU and its prospective deployment, more widely, to competition teams at other schools.
Longitudinal tracking of competition participants, both locally and at these other schools, is also
planned. Assessment of this data will then be performed and reported on. The impact of
cybersecurity competition participation will also be compared to participation in robotics
competitions and other forms of experiential education.
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